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Mean of attack Threat Risk level 

1 Malicious process 
Denial of services High 

Information leakage Medium 

N Malicious processes 
Denial of service of the targeted 

peripheral 
High 

Malicious monitoring Denial of services  Low 
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Unauthorized read of data in memory Low/Medium 
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Malicious control of memory 
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Information leakage Low/Medium 
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Malicious programmable interrupt 

controller 
Denial of services Low/Medium 
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  ALMOS extension in order to guarantee a 

trusted execution of parallel applications 
•Theoretical approach through system modeling     

(application, architecture and deployment algorithm) 

• SystemC simulation of the complete system (ALMOS 

and TSAR extended with cryptoprocessors) 

 

  Software and hardware mechanisms to 

guarantee security policies of applications  
• Software level: Secure services within ALMOS 

• Hardware level: Firewall to filter unauthorized 

accesses 
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